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1. Regularly check your credit 

report. 

2. Avoid using your social security 

number online 

3. Use pass phrases for your online 

account passwords. 

4. Read online privacy policies. 

5. Learn about and use the privacy 

features in your web browser. 

6. Make sure that online 

transactions are secure. 

7. Use one credit card solely for 

online purchases. 

8. Limit the information placed on 

social media sites. 

9. Beware of entering sensitive 

information in public places. 

10. Monitor your credit cards and 

bank statements carefully. 

 

 
Good Tool to Use 
Oxygen Forensic Suite 
2012 (Standard) 
 

Oxygen Forensic Suite 2012 Standard is 

mobile forensic software for logical 

analysis of cell phones, tablets 

smartphones and PDA developed by 

Oxygen Software.  The suite can extract 

device information, contacts, calendar 

events, SMS messages, event logs, and 

files. 

  

The suite supports more than 3,500 

devices. Using advanced proprietary 

protocols permits Oxygen Forensic Suite 

2012 to extract much more data than 

usually extracted by logical forensic 

tools, especially for smartphones.  

 

Year-to-Date Metrics 
 

 Completed 18 data recovery 
jobs for Champlain College 
faculty, staff and students. 
 

 Examined over 11 terabytes 

of data. 
 

 Over 490 hours of Research 

& Development conducted.  
 

 Completed four Forensic 

Investigation cases for clients 

outside of Champlain 

College. 

 

 Staffed by 5 Student Interns, 

11 Student Workers, 8 

Student Volunteers, and 2 

Alumni.  

The Senator Patrick Leahy Center for Digital 
Investigation (LCDI) is a world-class laboratory 
designed to international standards, focused on 
establishing and assisting with public and 
private sector initiatives surrounding 
cybercrime, digital forensics and information 
assurance. As a leader in the Digital Forensic 
higher education arena, Champlain College 
offers students an opportunity to learn more 
and participate in “real lab work” at both the -
undergraduate and graduate levels.  
 

DECEMBER 

2011 

LCDI 
175 Lakeside Avenue, 300A 

Burlington, VT 05401 
802-865-5744 office   

 

DRIR Online  
April 19, 2012 8:00pm EST 
Kevin Ripa – Data Recovery and Its Role in Computer 
Forensics 
Meila Kelley – Case Experience 
 
Champlain College: Conference for Undergraduates 
in Technology (CUT) 
April 21, 2012 9:30am – 4pm 
Burlington, VT 
 
Computer Enterprise & Investigation Conference 
May 21-24. 2012 
Las Vegas 

The school year is almost over and the hard work 

the seniors at LCDI have done in their Champlain 

College classes and their duties at LCDI are 

wrapping up. This year has been incredibly busy 

for LCDI; with the leadership and knowledge of 

LDCI's 2012 senior class, the work has gone 

smoothly. Seniors, we thank you for your time 

and energy you have given to LCDI. We will miss 

your presence here in our chairs as you go off to 

seek out the next stage of your life. Remember, 

every day is an opportunity. How you use that day 

is up to you. Our wish is that you engage 

everyday with your passion, determination, and 

skills you have learned at Champlain College and 

working at LCDI to make the best of every 

opportunity given to you. For the many viewers of 

LCDI's monthly newsletter, this issue is dedicated 

to the hard work LCDI's seniors have done this 

year. 
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10 Ways to Protect 
your Identity Online 

http://www.oxygen-forensic.com/en/
http://www.oxygen-forensic.com/en/
http://www.writeblocked.org/index.php/dfironline.html
http://www.prodatarecovery.ca/
http://girlunallocated.blogspot.com/
http://cut.eventbrite.com/
http://cut.eventbrite.com/
http://www.ceicconference.com/


  

 
 
 
 
 
 
 
 
Giovanna is a graduating senior from Wilmington, 
Delaware majoring in Computer & Digital Forensics 
at Champlain College. Giovanna works as a 
Forensics Intern at The Senator Patrick Leahy 
Center for Digital Investigation (LCDI) where she is 
involved in creating in-take and examination forms, 
as well as facilitating with the creation of LCDI’s 
Standard Operating Guidelines, which she is 
currently working on. Giovanna is also the recipient 
of the 2012 Senator Patrick Leahy Center for Digital 
Investigation Leadership Award. 
 

Q: What projects have you worked on at LCDI? 

A: Under the guidance of the co-directors and 

project manager, I created LCDI’s Standard 

Operating Guidelines and the documentation 

necessary to complete data recovery jobs and 

forensic investigations.  I have also worked on a 

forensic investigation with two other student 

workers, and was assigned the lead for the 

S.M.A.R.T. project, in which I oversaw another 

student worker 

 

Q: What is your favorite part about working at 

LCDI? 

A: My favorite part about working at LCDI is 
interacting with the other students and being able to 
collaborate together on the many projects we have 
at LCDI. 
 

Q: What is your favorite thing to do outside of 

class and work? 

A: I love playing volleyball in my spare time with my 

friends 

 

Q: Where did you intern?  

A: I interned with the Delaware Department of 
Justice, primarily with the High Technology Crimes 
Unit (HTCU). 

 

Q: What would be your dream job after 

graduation? 

A:  My dream job after graduation would be to 
become a Digital Forensic Examiner with a 
consulting firm or with law enforcement. 
 
Q. What is the biggest challenge you have faced 
in your major?  
A. It’s definitely a bit of a challenge being a female 
in a very male-dominated industry.  A lot is 
expected of digital forensic examiners, and as a 
woman, I put forth  

 

Q. What’s your favorite thing about your major? 
A. My favorite thing about my major is the amount 
of experience with and exposure to forensic 
software as soon as you get into the program.  It 
helps prepare us in a way that not very many other 
schools are capable of. 
 
Q. What is your proudest moment? 
A. proudest moment will be when I complete LCDI’s 
Standard Operating Guidelines. 

 

Bonnie Bohan is a graduating senior from Brattleboro, VT majoring in Web 

Development & Design at Champlain College. She works as a Web Developer & Graphic 
Designer at LCDI where she is involved in designing and managing the LCDI’s website, 
monthly newsletter, and marketing materials. Bonnie enjoys the people she works with at 
LCDI, “everyone’s very outgoing, friendly and east to work with.” Bonnie’s favorite thing 
about her major is how small and closely-knit it is; with only a few people in each of her 
classes she got to know everybody pretty well over the past four years. For her Capstone 
project, Bonnie is completely revamping the design and development of a non-profit 
organization’s website. She is helping them rebrand their online identity with the 
implementation of Wordpress, SEO, and Social Media. Outside of work and class, she 
spends her free time travelling, going to movies, concerts, or restaurants with friends. 
When asked if she could go back to her first day freshmen year what would you tell 
yourself, Bonnie replied, “Evenly balance work with play and you’ll do fine.” Bonnie’s 
imagination in creating and designing all of LCDI’s marketing promotions has helped 
LCDI become a known presence in the community. Bonnie has done a lot of freelance 
development and design work for several businesses and last summer she taught a Web 
Design & Flash Animation course at iD Tech Camps. After graduation, Bonnie is working 
as the Junior Web Developer at Mullen Advertising in the heart of Boston, MA. To view 
Bonnie’s other work, feel free to check-out her website at www.bonniebohan.com 
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and never turned back. Jason enjoys the curiosity that being a CDF major brings; that 
they never stop learning or exploring and continues to wonder what else there is. One of 
Jason’s favorite classes was Digital Forensics Examinations; it gave him the sense of 
working on real investigations. His Capstone project involved him studying the public and 
their willingness to scan QR codes which could potentially have malicious attack in them. 
Jason duties at LCDI included, but not limited to, working on forensics investigations 
cases and assisting the VT ICAC with their evidence management system. Working at 
LCDI Jason has enjoyed working on forensic investigation cases, he liked being able to 
work on them before leaving school; it was an amazing experience for him.  Jason’s 
proudest moment was being in front of the school’s administration and Board of Directors 
to thank them for providing the space and money for the LCDI. As far as the job search 
goes, Jason’s dream job would be a lead position working with a team on large forensic 
casework. After leaving Champlain College, Jason will miss the people; the small major of 
CDF has helped foster great friendships for Jason.  

 

Dresden, Maine native Megan likes to spend her time outside the classroom reading, 
exercising and waitressing. At LCDI Megan has worked on the project management 
system and the forensic analysis on the HTC Fuze; she is also continuing her research 
on Amazon Kindle forensics. Megan started the Amazon Kindle forensic project last 
semester for her Capstone. She aims to forensically acquire an Amazon Kindle Fire, 
something that has not been done before.  Along with her work at LCDI, she is a tutor for 
the forensics program and conducts research and development about Computer and 
Digital Forensics for Career Services.  One of the biggest challenges for Megan was 
determining whether or not she was truly cut out for the CDF program.  Realize that she 
was, indeed, cut out for the CDF major; it is evident in her many internships with 
companies such as Vermont Depart of State’s Attorney, Maine State Police Computer 
Crimes unit and TASC, Inc. Megan was offered a position after graduation with TASC, 
Inc. back in November.  She will be working as a cyber-forensics specialist and moving to 
Northern Virginia. When asked, If you could go back in time four years what would you 
tell yourself your first day at Champlain College? Megan responded, “You will change, 
your friends will change, and your life will change. It is okay. You can handle it.” 
  

“The roots of education are bitter, 
but the fruit is sweet.” – Aristotle 
 
Megan Percy is a graduating senior in Computer and 

Digital Forensics, she is an active volunteer with the 
CSCE, and an engaged member of Invisible Children. A 
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With The LCDI’s Forensics Intern and 2012  
     Senator Patrick Leahy Center for Digital  
  Investigation Leadership Award Recipient, 

Giovanna DiSipio    
  

“If all else fails, ask Jon, he definitely knows.”  

“Twenty years from now you will be more 

disappointed by the things that you didn't do than 
by the ones you did do. So throw off the 
bowlines. Sail away from the safe harbor. Catch 
the trade winds in your sails. Explore. Dream. 
Discover." – Mark Twain  
 

Computer and Digital Forensic graduating senior, Jason 
Hall, hails from Lincoln, RI where he highly enjoys skiing in 

his spare time. Jason had an interest in computers at a 
young age and thought he would pursue that into college; he 
found Champlain’s Computer and Digital Forensics program 
and 

http://computerforensics.champlain.edu/consulting-services/staff/giovanna-disipio
http://computerforensics.champlain.edu/consulting-services/staff/bonnie-bohan
http://www.bonniebohan.com/
http://www.vtinternetcrimes.org/
http://computerforensics.champlain.edu/blog/capstone-project-kindle-fire-forensics
http://computerforensics.champlain.edu/consulting-services/staff/megan-percy
http://computerforensics.champlain.edu/consulting-services/staff/giovanna-disipio
http://computerforensics.champlain.edu/consulting-services/staff/jason-hall
http://computerforensics.champlain.edu/consulting-services/staff/jason-hall


  

 

Seniors, 
 
This is a time to reflect on your last four years. Your class has contributed 
tremendously to LCDI. You can be proud of all your accomplishments 
here at Champlain College and at The Senator Patrick Leahy Center for 
Digital Investigation.  
 
Congratulations to the Class of 2012 and a heartfelt thank you from the 
faculty, staff and student workers of LCDI for your work that contributed to 
make this year unforgettable. 

Media Attention 
 

Champlain College News 
“Best 300 Professors” 

http://bit.ly/HN35fg 
 
Vermont Public Radio: 

http://bit.ly/Hf4rij 
 

Criminal Justice News: 
http://bit.ly/HYpfpY 

Corrie Erk is a senior Computer and Digital Forensic major from Cheshire, CT. As a 

Forensic Intern at LCDI, Corrie has worked on a Performance Evaluation project where she and 
her team tested the time and space efficiency of imaging with multiple forensic tools and file 
types. Corrie has also worked on multiple data recovery cases in accordance with the Help 
Desk. While working at LCDI, Corrie enjoys the relaxing and friendly environment at LCDI where 
everyone is more than willing to help each on different projects with their different skill sets. The 
biggest challenge that Corrie faced in her studies at Champlain College was coming into a major 
as a freshman and not knowing anything more than the average user about computers. She felt 
like everyone else knew so much more than she did coming into school, she emerged herself in 
the field to catch up with her peers. The big advantage about being a CDF major, for Corrie, is 
that each forensics case is like a different puzzle. Students might get extremely stressed out at 
first, but when they submit a good repot with good evidence, it is all worth it. For Corrie’s 
Capstone project she analyzed two types of MBR Malware. MBR Malware injects itself straight 
to the Master Boot Record so that the malicious code takes control of the computer before the 
user or the operating system can. She wanted to find a way that investigators can detect this 
malware is on a piece of evidence just by looking at it at the hex level. Corrie interned in the 
Digital Forensic Investigations department at MassMutual Financial Group in Springfield, MA. 
She was able to manage the forensic lab as well as work on internal and external investigations 
for the company. While working there, she was also able to obtain her ACE certification 
(AccessData Certified Examiner). Corre’s dream job would be working as an Investigative 
Computer Specialist for NCIS. To get to her dream job, Corrie has accepted a position at 
MassMutual as a Forensic Investigator/Information Security Specialist. She will be performing 
basic forensic procedures in accordance with the rest of the team. When asked if deleted files 
can be removed, her response, “Absolutely – they aren’t actually deleted; just the first 1’s and 
0’s of the file are changed to become hidden by the operating system.” In between working and 
school work, Corrie enjoys playing volleyball as part of the Competitive Volleyball Association on 
campus.  

 

a wide range of projects including a mobile response vehicle for VTICAC, research into live 
system forensic analysis using Live View, researching network proxy’s for a state agency, as 
well as a large amount of data recovery work and mobile device forensics. At LCDI, Tim likes 
getting involved with a variety of digital-forensic-oriented research. He takes LCDI’s “Student 
Team Model” to heart and has lead several team projects and mentors several student workers. 
Tim is a vital asset to the LCDI, who will be hard to replace. He picked Computer and Digital 
Forensics as his major because of the industry’s unique qualities, frequent changes, and its 
potential growth in the future. Tim loves everything about his major except report writing. His 
favorite class was Anti-Forensics; Tim liked the fact that it encouraged him to think like the 
criminal and gave him a better idea how to do an investigation. As a CDF major, the biggest 
challenge he had to face was realizing when enough examining has been done on a certain 
computer. Tim’s proudest moment will be finishing his Capstone project. For his Capstone 
project, he is currently working on a peer-to-peer computer forensics examiners guide. Check it 
out at www.anotherdfblog.wordpress.com. Tim has interned with the Utica Police Department 
Digital Forensics Lab in which he worked on a variety of cases and participated in under cover 
online chat investigations. He also worked for MetLife Special Investigations Unit, in which he 
worked on cases involving disability fraud and life insurance investigations. Right now, Tim has 
offers from the New York police department and a defense contractor in Vermont as possible 
employers after graduation. His dream job is to someday be a Forensicator in a law 
enforcement environment.  
  

“You are educated. Your 
certification is in your degree. 
You may think of it as the ticket 
to the good life. Let me ask 
you to think of an alternative. 
Think of it as your ticket to 
change the world.” 
 

- Tom Brokaw 
  

1. Develop a strategy and plan of attack. 
 

2. Connect with and talk to other human 
beings – aka networking. 

 

3. Develop a Target List – what are the 
30 places where you’d like to work? 
 

4. Conduct an organized search, 
keeping track of applications sent, 
follow-ups and interview dates. 

 
5. Use online job search resources –

CareerBuilder, USAJOBS, etc. 

5 Tips for the Job Search: 
 

 

"And in the end, it's not the years of your 
life that count, but the life in your years."  

– Abraham Lincoln 
 

“Get to work, Colby!”  
 

Timothy Fernalld, certified as an AccessData Certified 

Examiner (ACE), is a senior from Utica, NY majoring in Digital 
Forensics at Champlain. He works as a Research Assistant at 
LCDI where he is involved in Data Recovery and Research and 
Devolvement. During his time here at the LCDI he has worked on 
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“Congratulations and the best of luck 
to everyone! It was a pleasure to 
meet and work with all of you, and I 
wish you the best of luck for the 
future!” – Chapin Bryce 

“I am very privileged to have met 
and worked with all of you.  I 
want to thank you all for helping 
me become a well-rounded 
computer and digital forensics 
student and a well-rounded 
person all together.   Good luck 
and I hope to see you in the 
future.” – Colby Lahaie 

“Congratulations and best of luck 
in your future endeavors. You are 
not only admirable professionals 
but also admirable people. I have 
enjoyed the time spent with you in 
and outside of class and the lab.” 

– Katherine Delude 

“The tassel's worth the 
hassle! You guys were 
great and I think I 
learned more from you 
guys than some of my 
classes! Best of Luck!” 
– Kyle Porto 

Student Team Model  

“Congratulations and best of luck to 
you all. You all will go far in life and be 
successful.  Thank you for some good 
memories, and I have enjoyed working 
with you in the classroom, the lab, and 
the DFA.” – Christine Casey 

“Congratulations to all of 
you and good luck in your 
future.  I hope you all get 
your dream jobs and that 
you can't tell us a thing that 
you're doing.  Keep in 

touch.” – Ethan Fleisher 

“Good luck ad congratulations to all of 
you.  I didn't get to work too closely 
with many of you, but in my short time 
at the LCDI, I can say that you are all 
great people and are bound to do 
great things.” – Donovan 

LCDI - Senator Patrick Leahy  

Center for Digital Investigation 

Champlain College 
Phone: (802) 865-5744 
Email: LCDI@champlain.edu 
Address: 175 Lakeside Avenue, 
300A Burlington, VT 05401 

 

“Congratulations to the class of 
2012, I have no doubt that you will 
all find your place in the computer 
forensics community, and I look 
forward to working with you in the 
field!” – Niel Torpey 
 

“Congratulations to all of the 
seniors. I have met many of you, 
and even become good friends 
with others. I hope to keep in 
contact with you and wish you the 
best of luck where ever your life 
takes you!” – Jacob Horowitz 
 

“You all have the ability 
to do great things in 
your careers and in life. 
Best of luck to you all.” 
 – Josh Lowery 
 

“Most forensics seniors have a 
bright future, but this is especially 
true for those of you graduating this 
semester. You are keen, skilled, 
sensible and chock-full of potential. 
I look forward to following your 
contributions to the digital forensics 
community.” – Steven Miller 
 

“It has been a great 4-year journey. We are proud of your 
accomplishments. Best of luck and please stay in touch.” 

– Dr. Ali Rafieymehr, Dean, Division of ITS 
 

“You all have been a great contribution to the 
success of LCDI. Good luck in the future and visit 

soon.” – Jonathan Rajewski, Co-Director LCDI 
 

“It’s been great working with you all, I would wish you luck in the 
future but you will not need it because those you are truly capable 

create their own luck.” – Michael Wilkinson, Co-Director LCDI 
 

“You all have taught me so much during your time at LCDI. I wish 
you all the best in your careers and look forward to seeing you all 
again down the road.” – Joseph Williams, Project Manage LCDI 
 

CONGRATS 
SENIORS ‘12!  

http://lcdi.champlain.edu/
http://www.facebook.com/LeahyCDI
https://twitter.com/@champforensic
http://computerforensics.champlain.edu/contact-info-computer-forensics
http://computerforensics.champlain.edu/contact-info-computer-forensics

